
 PRIVACY POLICY 

Elite Technical Care LLC (the “Company”) is committed to maintaining robust privacy 
protections for its users. Our Privacy Policy (“Privacy Policy”) is designed to help you 
understand how we collect, use and safeguard the information you provide to us and to assist 
you in making informed decisions when using our Service.

For purposes of this Agreement, “Service” refers to the Company’s service which can be 
accessed via our website at elitetechnicalcare.com or the ETC Medical Suite App app, in which 
users can manage a medical practice. The terms “we,”, “us,” and “our” refer to the Company. 
“You” refers to you, as a user of Service. By accepting our Privacy Policy and Terms of Use 
(found here: elitetechnicalcare.com/tos]), you consent to our collection, storage, use and 
disclosure of your personal information as described in this Privacy Policy. Any storage 


I. INFORMATION WE COLLECT 

We collect “Non-Personal Information” and “Personal Information.” Non-Personal Information 
includes information that cannot be used to personally identify you, such as anonymous usage 
data, general demographic information we may collect, referring/exit pages and URLs, platform 
types, preferences you submit and preferences that are generated based on the data you 
submit and number of clicks. Personal Information includes only your first and last name, your 
phone number, email, and credit/debit card information which you submit to us through the 
registration process on the app.

1. Information collected via Technology

To activate the Service you do not need to submit any Personal Information other than your 
your first and last name, your phone number, email, and credit/debit card information. To use 
the Service thereafter, you do not need to submit further Personal Information. However, in an 
effort to improve the quality of the Service, we track information provided to us by your 
browser or by our software application when you view or use the Service, such as the website 
you came from (known as the “referring URL”), the type of browser you use, the device from 
which you connected to the Service, the time and date of access, and other information that 
does not personally identify you. We track this information Firebase Analytics, which uses 
Google’s Analytic platform. We use these tools to determine the following

	 • Number of active users

	 • Most commonly used devices and operating system version (so we can ensure our 
testing procedures reflect that)

	 • Retention and User Engagement: To help determine if there are any choke points or 
points of improvements.

	 • App version being used: To help determine frequency of updates and ensure our users 
are using the latest update.


II. HOW WE USE AND SHARE INFORMATION 

Personal Information:

Except as otherwise stated in this Privacy Policy, we do not sell, trade, rent or otherwise share 
for marketing purposes your Personal Information with third parties without your consent. We 
do share Personal Information with vendors who are performing services for the Company, 
such as 3rd party payment processing companies.

In general, the Personal Information you provide to us is used to satisfy federal and state 
requirements when accepting payments and providing service. We will not contact you unless 
there is an important message about your account (such as password changing, or credit card 
disputes). Your email and other information is not put on a mailing list.

Non-Personal Information




In general, we use Non-Personal Information to help us improve the Service and customize the 
user experience. We also aggregate Non-Personal Information in order to track trends and 
analyze use patterns on the Site. This Privacy Policy does not limit in any way our use or 
disclosure of Non- Personal Information and we reserve the right to use and disclose such 
Non-Personal Information to our partners, advertisers and other third parties at our discretion.

In the event we undergo a business transaction such as a merger, acquisition by another 
company, or sale of all or a portion of our assets, your Personal Information may be among the 
assets transferred.

You acknowledge and consent that such transfers may occur and are permitted by this Privacy 
Policy, and that any acquirer of our assets may continue to process your Personal Information 
as set forth in this Privacy Policy. If our information practices change at any time in the future, 
we will post the policy changes to the Site so that you may opt out of the new information 
practices. We suggest that you check the Site periodically if you are concerned about how your 
information is used.


III. HOW WE PROTECT INFORMATION 

We implement security measures designed to protect your information from unauthorized 
access. Your account is protected by your account password and we urge you to take steps to 
keep your personal information safe by not disclosing your password and by logging out of 
your account after each use. We further protect your information from potential security 
breaches by implementing certain technological security measures including encryption, 
firewalls and secure socket layer technology. However, these measures do not guarantee that 
your information will not be accessed, disclosed, altered or destroyed by breach of such 
firewalls and secure server software. By using our Service, you acknowledge that you 
understand and agree to assume these risks. We go further to reduce the risk by having 
systems in place even preventing our staff from being able to see your password. Thus it is 
your responsibility to ensure your email is valid, as we are only able to process an email 
password recovery request.


IV. YOUR RIGHTS REGARDING THE USE OF YOUR PERSONAL INFORMATION 

We will not Email you any promotional/marketing material, nor will we provide your email to 
marketers. We have strict anti-spam company policies, thus we will only send you 
administrative emails including, for example, periodic updates to our Privacy Policy or in cases 
of serious dispute or resolution..


V. LINKS TO OTHER WEBSITES 

As part of the Service, we may provide links to or compatibility with other websites or 
applications. However, we are not responsible for the privacy practices employed by those 
websites or the information or content they contain. This Privacy Policy applies solely to 
information collected by us through the Site and the Service. Therefore, this Privacy Policy 
does not apply to your use of a third party website accessed by selecting a link on our Site or 
via our Service. To the extent that you access or use the Service through or on another website 
or application, then the privacy policy of that other website or application will apply to your 
access or use of that site or application. We encourage our users to read the privacy 
statements of other websites before proceeding to use them.


VI. CHANGES TO OUR PRIVACY POLICY 

The Company reserves the right to change this policy and our Terms of Service at any time. We 
will notify you of significant changes to our Privacy Policy by requiring you to reaffirm your 



agreement upon singing into the app. Significant changes will go into effect immediately upon 
agreement. Declining to agree will result in suspension of your account until which time you 
have agreed.. Non- material changes or clarifications will take effect immediately. You should 
periodically check the Site and this privacy page for updates.


VII. CONTACT US 

If you have any questions regarding this Privacy Policy or the practices of this Site, please 
contact us by chatting with our support or emailing us at support@elitetechnicalcare.com

Last Updated: This Privacy Policy was last updated on 10/29/


VIII. HIPAA Business Associate Agreement 

Signing up with ETC Medical Suite will automatically enter you, the covered entity, into the 
following privacy and information sharing agreement as mandated by law:


I. Term. This Agreement shall remain in effect for the duration of this Agreement and 
shall apply to all of the Services and/or Supplies delivered by the Business Associate 
pursuant to this Agreement. 

II. HIPAA Assurances. In the event Business Associate creates, receives, maintains, or 
otherwise is exposed to personally identifiable or aggregate patient or other medical 
information defined as Protected Health Information ("PHI") in the Health Insurance 
Portability and Accountability Act of 1996 or its relevant regulations ("HIPAA") and 
otherwise meets the definition of Business Associate as defined in the HIPAA Privacy 
Standards (45 CFR Parts 160 and 164), Business Associate shall: 

(a) Recognize that HITECH (the Health Information Technology for Economic and 
Clinical Health Act of 2009) and the regulations thereunder (including 45 C.F.R. 
Sections 164.308, 164.310, 164.312, and 164.316), apply to a business 
associate of a covered entity in the same manner that such sections apply to the 
covered entity; 
(b) Not use or further disclose the PHI, except as permitted by law; 
(c) Not use or further disclose the PHI in a manner that had the Covered Entity 
done so, would violate the requirements of HIPAA; 
(d) Use appropriate safeguards (including implementing administrative, physical, 
and technical safeguards for electronic PHI) to protect the confidentiality, 
integrity, and availability of and to prevent the use or disclosure of the PHI other 
than as provided for by this Agreement; 
(e) Comply with each applicable requirements of 45 C.F.R. Part 162 if the 
Business Associate conducts Standard Transactions for or on behalf of the 
Covered Entity; 
(f) Report promptly to the Covered Entity any security incident or other use or 
disclosure of PHI not provided for by this Agreement of which Business Associate 
becomes aware; 
(g) Ensure that any subcontractors or agents who receive or are exposed to PHI 
(whether in electronic or other format) are explained the Business Associate 



obligations under this paragraph and agree to the same restrictions and 
conditions; 
(h) Make available PHI in accordance with the individual’s rights as required 
under the HIPAA regulations; 
(i) Account for PHI disclosures for up to the past six (6) years as requested by 
Covered Entity, which shall include: (i) dates of disclosure, (ii) names of the 
entities or persons who received the PHI, (iii) a brief description of the PHI 
disclosed, and (iv) a brief statement of the purpose and basis of such disclosure; 
(j) Make its internal practices, books, and records that relate to the use and 
disclosure of PHI available to the U.S. Secretary of Health and Human Services 
for purposes of determining Customer’s compliance with HIPAA; and 
(k) Incorporate any amendments or corrections to PHI when notified by Customer 
or enter into a Business Associate Agreement or other necessary Agreements to 
comply with HIPAA. 

III. Termination Upon Breach of Provisions. Notwithstanding any other provision of 
this Agreement, Covered Entity may immediately terminate this Agreement if it 
determines that Business Associate breaches any term in this Agreement. Alternatively, 
Covered Entity may give written notice to Business Associate in the event of a breach 
and give Business Associate five (5) business days to cure such breach. Covered Entity 
shall also have the option to immediately stop all further disclosures of PHI to Business 
Associate if Covered Entity reasonably determines that Business Associate has 
breached its obligations under this Agreement. In the event that termination of this 
Agreement and the Agreement is not feasible, Business Associate hereby 
acknowledges that the Covered Entity shall be required to report the breach to the 
Secretary of the U.S. Department of Health and Human Services, notwithstanding any 
other provision of this Agreement or Agreement to the contrary. 

IV. Return or Destruction of Protected Health Information upon Termination. Upon 
the termination of this Agreement, unless otherwise directed by Covered Entity, 
Business Associate shall either return or destroy all PHI received from the Covered 
Entity or created or received by Business Associate on behalf of the Covered Entity in 
which Business Associate maintains in any form. Business Associate shall not retain 
any copies of such PHI. Notwithstanding the foregoing, in the event that Business 
Associate determines that returning or destroying the Protected Health Information is 
infeasible upon termination of this Agreement, Business Associate shall provide to 
Covered Entity notification of the condition that makes return or destruction infeasible. 
To the extent that it is not feasible for Business Associate to return or destroy such PHI, 
the terms and provisions of this Agreement shall survive such termination or expiration 
and such PHI shall be used or disclosed solely as permitted by law for so long as 
Business Associate maintains such Protected Health Information. 

V. No Third Party Beneficiaries. The parties agree that the terms of this Agreement 
shall apply only to themselves and are not for the benefit of any third party beneficiaries. 



VI. De-Identified Data. Notwithstanding the provisions of this Agreement, Business 
Associate and its subcontractors may disclose non-personally identifiable information 
provided that the disclosed information does not include a key or other mechanism that 
would enable the information to be identified. 

VII. Amendment. Business Associate and Covered Entity agree to amend this 
Agreement to the extent necessary to allow either party to comply with the Privacy 
Standards, the Standards for Electronic Transactions, the Security Standards, or other 
relevant state or federal laws or regulations created or amended to protect the privacy 
of patient information. All such amendments shall be made in a writing signed by both 
parties. 

VIII. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a 
meaning that permits Covered Entity to comply with the then most current version of 
HIPAA and the HIPAA privacy regulations. 

IX. Definitions. Capitalized terms used in this Agreement shall have the meanings 
assigned to them as outlined in HIPAA and its related regulations. 

X. Survival. The obligations imposed by this Agreement shall survive any expiration or 
termination of this Agreement.


